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HACTPOMKA ITPOTOKOJIA Q-IN-Q HA CETEBOM
OBOPYJIOBAHUUNU. TECTUPOBAHMUE.

B nanHOl cTarbe paccMaTpuUBarOTCS OCOOEHHOCTH HACTPOMKHU MPOTOKOJIA
Q-1n-Q Ha ceTeBOM 000PYIOBAaHUHU U METO/IBI €r0 TecTupoBaHus. TexHomorus Q-
in-Q (802.1ad) npennasnauena st uHKancysiiun VLAN-TeroB v Mo3BOJISIET
poBaiiepaM MpeoCTaBIATh YCIYTH MYJIBTHBIAHOBOM Tepeaaund JaHHBIX s
KOPIOPATUBHBIX KJIMEHTOB. JlaHHBIM MEXaHW3M IIMPOKO HCIOJIb3YeTCSd B
OMEpPaTOPCKUX CEeTAX [UISl OpraHu3alliyd 3alUIIEHHBIX W HM30JUPOBAHHBIX
COCIMHEHUI Mk Iy (priIhaiaMu, a TAaKxKe 7151 00ecrieueHnst MacTabupyeMoCTu
ceTeBoll MHPACTPYyKTyphl. B COBpeMEHHBIX YCIOBHSIX, KOrna TpeOOBaHUS K
KaueCTBY U HAJIEKHOCTH CETEBBIX CEPBHUCOB IMOCTOSHHO PACTyT, IpUMEeHEeHHE Q-
in-Q WrpaeTr KJIIOYEBYIO POJb B 00€CTIEUEHUH CTAOMIBHOCTH W 0O€30MacHOCTH

nepenaqn JaHHbBIX. OMMOKY B HACTPOIKE TNOO0 OTCYTCTBUE TECTUPOBAHUS MOTYT



IpUBECTH K IMepedosiM B paboTe CUCTeMbl M yrpo3aM HH(POPMAIIMOHHOM
6e3omnacHocTd. [losTomMy mMoHMMaHuE NPUHIUIIOB padoThl Q-in-Q, a Takxke
METOIOB €r0 TECTHPOBAHMS, SBISETCS HEOOXOMUMBIM sl OymyImmx
CTICIIMAIUCTOB B OOJIACTH CETEBBIX TeXHONOTHH. [IpoBeneHHOE HMcclenoBaHUE
MOATBEPIKIAET BaXXHOCTh JTAHHOW TEMBI M MOTYCPKUBACT €€ aKTyaJbHOCTH IS
MPaKTUIECKOTO TIPUMEHEHUSI.

This article discusses the features of configuring the Q-in-Q protocol on
network equipment and methods for testing it. Q-in-Q technology (802.1ad) is
designed to encapsulate VLAN tags and allows providers to provide multi-VLAN
data transfer services to corporate clients. This mechanism is widely used in
operator networks to organize secure and isolated connections between branches,
as well as to ensure the scalability of the network infrastructure. In modern
conditions, when the requirements for the quality and reliability of network
services are constantly growing, the use of Q-in-Q plays a key role in ensuring
the stability and security of data transfer. Errors in configuration or lack of testing
can lead to interruptions in system operation and threats to information security.
Therefore, understanding the principles of Q-in-Q, as well as methods for testing
it, is necessary for future specialists in the field of network technologies. The
conducted study confirms the importance of this topic and emphasizes its
relevance for practical application.

Kuaruessbie cioBa: Q-in-Q, VLAN, TectupoBanue.

Keywords: Q-in-Q, VLAN, Testing.

B naHHOM cTarbe MpencTaBlieH KOMIUIEKCHBIM aAHAIW3, BKJIFOYAOIIUN
TEOPETHUYECKOE MCCIICIOBAHNE BHIOPAHHON TEMbI, SKCIIEPUMEHTAIbHYIO YacTh U
JIETaJIbHOE OINKMCAHUE MOJIYYEHHBIX PE3YyJIbTaTOB.

Nzyuenue pabotsl npoTtokona Q-in-Q u ero TecTupoBaHUE MPOBOIUIOCH C
UCIIOJIb30BAaHUEM  J1aOOpPaTOpHOTO  CTEHJA,  BKIIOYAIOIIETO  HECKOJIBKO

KOMMYTAaTOpOB Pa3JIMYHOTO ypOBHA. B 3KCHEpMMEHTE HCHOJb30BAINCH



yctpoiictBa Cisco 2960 (SW1), Cisco 3550 (SW2), Cisco 3750 (SW3) u Cisco
2960s1 (SW4), coenquHEHHBIE TTOCIEA0BATEIBLHO B €AUHYIO 11en04Ky. KoHeunnie
y316l PC1 u PC2 Obutn MOAKITIOYEHBI K KpalHUM KOMMYTaTOpaM U BBITIOJIHSUIH
pOJIb UCTOUYHMKA U NTpUEMHUKA Tpaduka. Bee ycrpoiicTBa ObUTM HACTPOEHBI IS
noJyIep KU TexHomoruu Q-in-Q, YTO MO3BOJMIIO OPraHU30BaTh Mepeaady
BiIOXeHHBIX VLAN-TeroB 4epe3 mpoMeXyTOuHble KOMMYyTaropbl. OCHOBHOM
IIEJIBI0 DKCTIEPUMEHTA CTaJIo MOATBEPKIACHUE KOPPEKTHOCTH pabOThl MEXaHU3Ma
uHkKarncymsiuud VLAN-TeroB u mnpoBepka MpOXOKICHUSI KIMEHTCKOTo Tpaduka
gyepe3 MpOoBalIEPCKyI0 CeTh 0€3 MOTEPH U30JSALIUUA U HAPYIICHUH 11eTOCTHOCTH

JaHHBbIX. Tononorus OKCIICPUMCHTA IIPCACTABIICHA HAa PHUCYHKC 1.

PC1 Cisco 2960 (3W1) Cisco 3550 (SW2) Cisco 3750 (3W3) Cisco 2960si (SW4)

Pucynok 1 — Cxema cetn

[Tocre TOro kak KOMMYTAaTOpbl OBUIM COCIUHEHBI KaOENIsIMH, MBI
npucTynuiau K Hactpoiike Q-in-Q. Ha Bcex ueTwhipéx ycrpoiictBax (Cisco 2960,
Cisco 3550, Cisco 3750 u Cisco 2960si) Oblna BBINOJIHEHAa KOH(pUTYypalus
IIOPTOB B COOTBETCTBUHU C SKCIIEPUMEHTAIBHOU TOIIOJIOIUEH.

Ha xommyTaTope SW1 mnepBbiif mopT OblT HACTPOEH B PEKHUME aCCESS C
npucBoenneM VLAN 100 mis noaxmrouenust PC1, a BTopoit mopT — kak trunk,
nepenaromuii Tpaguk ¢ trerom 100. [Janee 3ToT Tpaduk mocTynan Ha TPETHM
nopt SW2, rae 6su1 BeimioiHeH dotlg-Terrusr ¢ qodapnenueM BHemHero VLAN
200. Yersépthiit mopt SW2 Obu1 nepeBenén B pexum trunk ¢ VLAN 200 u
oOecrieunBal nepenavdy BiokeHHoro Tpaduka Ha SW3.

Ha xommyrtarope SW3 mateiii mopT (QpyHKIIMOHHpOBad B pexkume trunk
VLAN 200, a mectoii — B pexxume dotlq 200 st custust BHemHero tera. [locne

sTOro TpaduK mepenaBaics Ha ceapbmoil mopT SW4, ckoHDUTypUPOBAaHHBIN Kak

A A
AcLesE frunk  dotlg frunk frunk dotlg trunk access
|y —— Y. — /MYy —— /My ——/ £t [
2 —

PC2



trunk VLAN 100. Bocemoii nopt SW4 0wt HacTpoeH kak access VLAN 100 u
oOecrieunBal MOJIKJIIOUeHHE KOHEUHOoTOo y3i1a PC2.

Takum o00Opa3om, Oblla peanu3oBaHa TOJHAS CXEMa MPOXOXKICHHUS
KJIMEHTCKOTO Tpauka ¢ MHKAICysuen u nennkancyssuueit VLAN-Teros, npu
TOM IIOJHOCTBIO 3epKaibHasg. Ha pucyHkax 2-6 mpencTaBieHbl KOMaH]IbI

HAaCTPOWKHU HA KaXKJIOM M3 KOMMYTaTOPOB.

10.19.103.27 - PUTTY =B

Pucynok 2 — Hactpotiku Ha Cisco 2960 (SW1)

10.19.103.27 - PuTTY ESil=ib

config interface FastEthernet0/3
g configuration...

Current configuration : 106

vlan 200
ot1g-tunnel

thernet0/4

Switch#{]



Pucynok 3 — Hactpotiku Ha Cisco 3550 (SW2)

BUTHY =/ 5]

£3 10.19.103.27 -
2 port menu.

Pucynok 4 — Hactpoiiku msitoro mopta Ha Cisco 3750 (SW3)

10.19.103.27- PuTTY ==k

Pucynoxk 5 — Hactpoiiku mectoro mopta Ha Cisco 3750 (SW3)



& _ 10.19.103.27 - PuTTY ==

hernet0/7

an 100

fig interface FastEtherne

Pucynok 6 — Hactpoiiku Ha Cisco 2960si (SW4)

[Tocne 3aBepiiieHNs HACTPOMKU KOMMYTAaTOPOB ObLila MPOBEICHA TPOBEPKA
pabotocmocobHocTH TexHoysoruu Q-in-Q. Jlms sroro ¢ xommbiorepa PC1 B
ctopony PC2 Obun 3anymen obmen ICMP-sxo-zanpocamu. Hecmotpss Ha
IpoxoxkaeHUE TpadrKa yepe3 YeThIpe KOMMYTaToOpa M IBOMHYIO MHKATICYJISITUIO
VLAN-TeroB, nakeThbl yCIEIIHO JIOCTUTAIM KOHEYHOTO y3J1a. ITO MOJATBEPIUIIO
KOPPEKTHOCTh HACTPOUKH BIIOKeHHBIX VLAN (Q-1n-Q) 1 mpoaeMOHCTpUpOBAIIO
BO3MOYKHOCTD TIEPEIau KIHEHTCKOTO TpaduKka CKBO3b MIPOBAMIEPCKYIO CETh 0e3
MOTEpPU JAHHBIX W HapyuieHus wusoisuuu. Ha pucyHke 7 mnpencraBieHa
¢ukcanmst ycnemHoro npoxoxkaeHus [CMP-makeToB MexIy KOHEYHBIMH

y3JIaMHU.
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i ® e = (58!

mae X Q &= SEaaq i

n

No, Time Source Destination ProtocolLength Info
105 42.065865839 192.168.1.10 102.168.1.20 10 % Echo [ping] request id-D2iS, seq=3a/o7as, El-6d (raply in 106}
106 42,065531617 192.168.1.20 192.168.1.10 TcHP 98 Echo (ping) reply  id-0x2285. 56q-38/9728. ttl-64 (request in 105)
107 42.080470258  HP_08:06:94 0:7b:d5:20:19:12 AR 42 Who has 192.168.1.107 Tell 192.168,1.20
108 42.081187927 20 T0isi20:19:12 WP 084804 anp 60 192.168.1.10 is at 20:7h:d5:20:19:12
110 43.068386837  192.168.1.1 192.168.1.20 98 Echo (ping) request id=0x2285 30/9084, tt1=64 (reply in 111)
111 3-0sads0837  192.168.1.20 192.168.1.10 98 Echo (ping) reply /9884, (request 3n 110)
112 44.073509382  192.168.1.10 192.169.1.20 98 Echo (ping) request 1d-6x228 4 (reply in 113)
113 44.073664399  192.166.1.20 192.168.1.10 98 Echo (ping) reply 64 (request in 112)
115 45.070501437  192.166.1.10 192.168.1.20 98 Echo (ping) request 64 (reply in 116)
116 45.070654560 192.168.1.20 192.168.1.10 98 Echo (ping) reply
117 46.084243285  192.168.1.10 192.168.1.20 98 Echo (ping) request
118 46,084300351 192,166.1.20 1921168.1.10 98 Echo (ping) reply
120 47.084311065 192.168.1.10 192.168.1.20 98 Echo (ping) request
121 47.084375671 192.168.1.10 98 Echo (ping) reply

122 48.086480550

123 48.086546648 192.168.1.19 98 Echo_(ping) repl

3 Spanning-tree-(for-.. 60 Cont. Root = 32768/100/24
125 48.584250724 Cisco_35:57:88 L
126 49.080237551  192. 192.168.1.20 98 Echo (ping) request id-0x2285
127 49.089268166 192.168.1.20 192.168.1.10 98 Echo (ping) reply  1d=0x2285
128 50.094450722 192.168.1.10 102.168.1:20 98 Echo (ping) request 1d0x2285
129 50.004514883  192.168.1.20 192,168.1.18 98 Echo (ping) reply  id=0x2285

oM

o

IoHP

10

IoNP

P

oM

o

. i3
192.168.1.20 oM 98 Echo (ping) request

TONP

ST

00P

o

0P

0P

IoHP

oM

131 51.100638597 192.168.1.10 98 Echo (py §4-0x2285 .
2 51,100703243 _192.168 pi 2%

133 52.105187151 192.168.1.10 192.1 0 1 T 1d=0x2: 64 | 1n 134)
134 52.105252631 192.168.1.20 192.168.1.18 NP 98 Echo (ping) reply  id-0x2285. 5eq-48/12288. ttl-64 (request in 133}
+ Frame 132: 88 bytas on wire (784 bits), S8 bytes captured (784 bits) on interface enpls0. id 0
» Ethernet II, Src: WP_08:06:94 (c8:5a:cf:08:06:94), Dst: 20:7b: dS 20:19:12 (20:7b:d5:20:19:12)
+ Internet Protocol Vuslun 4, Src: 192.168,1.20, Dst: 192.168.1. 1
- Internet Control Message Protocol

0 (Echo (ping) reply)
Code: 0
Checksum: 0x3669 [correct]
[Checksum Status: Good]

Identifier (BE): 8837 (0x2285)
Ldentitier (LE): 32 (ous22)
Sequence Nutber (BE): 47 (0x062f
Sequence Mmber (LE): 12032 (oczto0)

Request frane:
[Response tine: 0.065 el
Tinestamp fron icwp data: Sep 9, 2025 06:18:50.308865000 MSK

[Tinestonp fron scup data (relative) : -36366. 185106172 seconds]
» Data (48 bytes)

© 7 enpls: <ive capture in progress> Naxeru: 3020

Npogwns: Defauit

ﬂ.!‘ THOEQBus @~ 2040

Pucynox 7 — ICMP-naketsl

[TonBeném UTOTH SKCIIEPUMEHTA.

o nawana npoepku kommnbloTepel PCl u PC2 He umenu cereBoit
CBSA3HOCTH, TaK Kak mepenaya Tpaduka yepe3 MpOoMEexKyTOYHbIE KOMMYTATOPHI
TpeboBana HacTpoiiku Mexanuzma Q-in-Q. Ilocie BbimoaHEeHUST KOHGUTYpalUn
3amyck komauzabl ping ¢ PC1 mokasan ycnemniHoe moixydeHue otBeToB ot PC2.
D10 moATBEpAWIO, YTO TexHoyorus Q-in-Q OblJa HACTpOeHa KOPPEKTHO, a
KIIMEHTCKUI TpaduK MPOXOIUT Yepe3 MPOBAUIEPCKYIO CETh C COXpaHECHUEM
M30JIAIUHU U 0€3 MOTEePb.

Jnis  pomonHWTENnbHONM  Bepudukanmu  ObUT  TPUMEHEH MEXaHU3M
3epkanupoBanus noptoB (SPAN) Ha 0JHOM U3 TPOMEKYTOUHBIX KOMMYTaTOPOB.
K SPAN-nopty ObUT TOAKIIOYEH aHAIW3aTOp Tpaduka, dYTO TO3BOJIMIIO
3adukcupoBaTh  cTpykTypy Ethernet-kanpoB npu  mnepemadue  Mexay
KoMMmyTaTopamMu. Ha 3axBayeHHBIX KajpaxX OTYETIIMBO BUJIHO HAIMYUE JIBYX
VLAN-teroB: BHyTpeHHero (inner VLAN), ucnomap3yemMoro KIHEHTOM, U

BHemHero (outer VLAN), 100aBieHHOTO MPOBAAEPCKOM CEThI0. DTO HAMIPSMYIO



MOATBEPKIAET KOPPEKTHOCTh BIOKEHHON MHKAICYJISIIIUU 0 TeXHOJoruu Q-in-

Q. Pe3ynbTrar npeacTaBiieH Ha PUCYHKE 8.

g SaxBar w3 enpis0 (o7 cynepnonuaosatens) Z|x
Qa1 (PR Ba3 3K JOEAT AMANA CTATACTAKS TNESONME ESCTGOBOIMAN Ol WHCTRYMENTW Crpasea
mie R B SEaaaTH
LI racrp ool =)+
Mo, Time Source Desbnabon Protocol  Length Info -
363 120. 196530825 197.368.1.20 192.169.1.28 Tow o6 echo (ping) reply  ideowaces, + Sl (reuest 50 362y
364 124.140652004 192.168.1.10 182.188.1.20 TeMP 106 ECha (ping) request 1d=Bx3cHS, Si y 64 y 1in 385)
365 124, 14197503 197,168,129 192,169,118 IO 108 Echo (pind) reply  id-pracss, " Eti=es (reqveat 1n 388)
367 125. 190000168 182.360.1.30 192.260.2.20 IW 106 Echo (i) request 10-Dxcts, Seq-268/634bm, EEl-64 (reply in 361}
368 125, 146044228 102,368,129 192,168.2,38 IO 106 Echa (ind) reply  i0-Bx3cHS, $eq-248/63488, KLI-84 (request in 367)
360 125.910577000 Clsco_89iccidd Cl1sco_89:cc:84 LooP
JW 126.151194945 192.168.1.10 192 lBa.].ZD IcmP 106 Echo (ping) rEquS[ ld=ox3c86, seq=249/63744, LLl=64 (reply in 371)
71 126.151452741 182.168.1.26 192,168, TCHP 186 Echa (ping) rep id=Bu3cE6, $8q=249/63744, ttl=64 (request in 378)
372 126.242000280 1. 58: 108 20 7bias 2n o2 e 58 who has 192.168.1.107 Tol1 1621168.1.20
373 126.243526400 20:7h:d5:20:19:12 HP_g8:d6 ARP 68 192.168.1.10 1s at 20:7b:dS:20:19:12
375 127.153842505 102.168.1.16 182.184.1.28 IcHP (reply 1in 378)
)

381 128160487335 182.168.1.30 182,168.3.28 e 166 Echo (ping) e S e B/ 1 123 TR g
382 120.164487412 102.168.1.20 192.168.1.18 ToHe 186 Echa (ping) r 86, 500-2: 54 (roquest in 3a1)
383 130.146106516 Cisco_8di26:07 €100 8d:26:67 LooP
384 120169676160 192.168.1.10 192.168.1.20 o 106 Echa (ping) reguest (reply in 385)
385 136.176519102 192.168.1.20 192,168.1.18 En 108 Echo (pind) roply  id-owscas, seqeess/sarss, ti-sa (roquest in 334)
368 131.174974767 192.168.1.10 192,169.1.20 00 100 coto (ping) ramuast id- ttl=e4 (reply in 389)
182.188.1.10 ene 108 Echo (ping) reply ) , ET1=64 (request in 3aE)
192.168.1.28 oM 106 Echo (pind] reavsst 18-ow3cms, . =54 (reply in 391)
192,169.1.18 Iewe 106 Echo (ping) reply  id=gx3chs, . ttl=g4 (request in 398)
15 3 o .

FESEEFIEEFEEN] R ]
60 54 50 48 00 00 40 01 [d E- TPH @

&1 14 b8 £9 11 38 3 86 <

a7 85 68 69 Ba Bb Bc B4 h

16 17 18 19 1a 1b 1c 1d

848 Bils), ptured (848 bits) o
ey (2&7[7.05.20.19.12] Dst:"HP_65:06:84 (cai5a i :08:08:4)
208

s = BET: Ineligible
6000 1160 1000 = 10: Z00 le 1f 2821 22 2324 25 26 27 28 29 2a 20 2c 20 1778 &),
pe: B92.10 Virtual Uw (axg100) 20 2f 3831 32 33 34 35 35 37 /12345 67
. mmvm L LA, PRI: 0, DET: 0, 10: 100
= priority: Best effort (default) (o)
s .. = DEL: Ineligidle
0000 6110 0100 = Io: 100
0: T9v4 ()
+ Internet Protocol Version 4, Src: 192.165.1.16, Dst: 182.169.1.20
+ Internet Control message Protocal
@ 7 802.1QVertual LAN fvian), 4 Gaikta Marerec 425 Npodwe: Default
= mm@_- W root@alt121500: iroot B user@aht121500: Momehs. X, Uewrpynpasnervn cncre.. [l user@ak1 21500 homeds.. £ 3axmatma enpisor cyne.. 4 [Wireshark: Naker 62 - en.. @f: o (Mg |:""® B My, 8 cew, 2126

Pucynok 8 — JIBoiiHoe TerupoBanue

Takum  oOpazoMm,  MpPOBENEHHBIM  HSKCIEPUMEHT  HE  TOJIbKO
IIPOJIEMOHCTPHUPOBAI YCIEUIHYIO [Tepeaady JaHHbIX MKy KOHEUHBIMH y3J1aMH,
HO M TOATBEpIWJ paboOTy MeXaHW3Ma JIBOWHOTO TETMpPOBaHUSA HA YPOBHE
Ethernet-kaapoB. 3To CBUAETEIBCTBYET O MPAKTUYECKON MPUMEHUMOCTH Q-1n-Q
Ul OpraHU3alyyd MYJIbTUBIAHOBBIX COEIMHEHHI B ONEPATOPCKUX U

KOPIIOPAaTUBHBIX CCTAX.
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